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Cybersicherheit in
industriellen Umgebungen
- ist doch wie IT? Eben nicht!

Mirco Kloss – Business Development Director DACH , TXOne Networks Europe



TXOne Networks  |  Keep the Operation Running

Agenda

• Introduction

• Regulation

• Protection

• Q&A
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Introduction
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TXOne OT/ICS Cybersecurity Report 2023

https://www.txone.com/security-reports/ot-ics-cybersecurity-2023/
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Shodan
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Sayano-
Shushenskaya
power station 
accident

https://en.wikipedia.org/wiki/Sayano-Shushenskaya_power_station_accident

Losses (deaths):          75 people

Property damage:        $425M

Reconstruction costs:  $1.5Bn

Reconstruction period: 2 years
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Cybercrime

THIEVES

KIDNAPPER

DATA BREACH

RANSOMWARE
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Ransomware
1989

First Ransomware

“AIDS Trojan”
via floppy disk
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Ransomware is hitting the Economy
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Regulation
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Regulation and Standardization

▪ ISO/IEC 27001 (Info Sec.)

▪ IEC 62443 (OT Security)

▪ ISO/IEC 27019 (Energy)

▪ ISO/SAE 21434  (Cars)

→ ISO, IEC

Standardization examples

▪ NIS Directive 2.0

(EU 2016/1148)

▪ Cybersecurity Act

(EU 2019/881)

▪ Cyber Resilience Act

▪ Machinery Regulation 

(EU 2023/1230)

→ ENISA

European examples

▪ IT-Sicherheitsgesetz

(        IT-SiG 2.0)

▪ Kritische Infrastruktur

( DE  BSI-KritisV)

▪ Kritische Infrastruktur

( AT   APCIP)

▪ Informationssicherheitsgesetz

( CH  ISG)

National examples

International Organization for      

Standardization (ISO)

International Electrotechnical

Commission (IEC)

European Union Agency

for Cybersecurity

NIS - Network and Information Security
BSI - Bundesamt für Sicherheit in der Informationstechnik
APCIP - Österreichisches Programm zum Schutz kritischer Infrastrukturen
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Requirements For Critical Entities Under NIS2 As Outlined In Articles 20 & 21 & 24

Critical Security Control
EU Regulations International Security Standards and Guidelines

NIS2 ISO 27001/2 IEC 62443

Governance NIS 2 Article 7 & 20

ISO 27001:2022 Information 

security management systems 

(ISMS) A5.

IEC 62443-2-1 Establishing an IACS 

security program

ISMS/CSMS Scope NIS 2 Article 7 & 21 ISO 27001:2022 Clause 4.3 IEC 62443-2-1 Element 4.3.2.2

Supply Chain Security NIS 2 Article 12 & 21 ISO 27001:2022 Annex A.15

IEC 62443-2-4 Security program 

requirements for IACS service 

provider

Product Security
NIS 2 Articles 24

(Related to CRA)

ISO 27001:2022 A.8.28 Secure 

coding

IEC 62443-4-1: Product Security 

Development Lifecycle 

Requirements

IEC 62443-4-2: Technical Security 

Requirements for IACs Components

Technology & Security

capabilities
NIS 2 Article 21 

ISO 27002:2022 Information 

security controls

IEC 62443-3-3 System security 

requirements and security levels
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OT Lifecycle Introduced By IEC 62443 

Concept of             
Lifecycle 

Product Development Lifecycle
(Build it Secure)

Automation Solution Lifecycle
(Keep it Secure)

Scope
Focuses on the development of a single product from                   
concept to production to end-of-life.

Encompasses the complete lifecycle of an automated solution, which may 
include multiple products, software, and systems integrated to solve a sp
ecific operational need.

Phases
Generally, includes stages like concept, design, prototypi
ng, testing, production, and maintenance.

Besides the product-specific phases, it also involves an Integration Phase
and an Operation and Maintenance Phase for the entire automation             
system.

Risk 
Management

Addresses risks related to the product such as functionali
ty, safety, and manufacturability.

Addresses broader risks such as system compatibility, scalability, and                        
operational downtime.

Standards

• Part 4-1: Product Security Development Lifecycle Requi
rements

• Part 4-2: Technical Security Requirements for IACs Com
ponents

• Part 2-1: Establishing an IACS Security Program
• Part 2-2: IACS Security Program Rating
• Part 2-3: Patch Management in the IACS Environment
• Part 2-4: Security Program Requirements for IACS Service Providers
• Part 3-2: Security Risk Assessment for System Design
• Part 3-3: System Security Requirements and Security Levels

Stakeholders Primarily involves product manufacturers.
Involves a broader range of stakeholders, including system integrators,             
operation teams, and end-users.

Outcome
Aims for a finished product that can be manufactured              
and sold.

Focuses on a fully-integrated automation solution that solves specific ope
rational problems, which may involve the integration of multiple products
.



TXOne Networks  |  Keep the Operation RunningTXOne Networks  |  Keep the Operation Running

Protection
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Asset Lifecycle Protection

Onboarding Staging Production Maintenance

Workforce Protection Workload Protection Workplace Protection
Assets from 

Suppliers

Security Inspection Endpoint Protection Network Prevention Security Inspection

Never trust, always verify assets on every stages 



Secure the entire assets 
lifecycle by Zero Trust 

methodology

Onboarding Staging Production Maintenance
Assets from 

Suppliers

Security Inspection Endpoint Protection Network Defense Security Inspection

Never trust, and always verify assets at every stages 

CPS Platform



The Element portfolio
Designed for enterprise

Safe PortElementOnePortable Inspector 

Agentless Inspection Tool Centralized Dashboard Removable Media Sanitizer



TXOne Stellar – OT Endpoint Security

Intelligently locate and 

secure the integrity of 

ICS from ICS targeted 

attacks

processes by device

ICS Application 

Safeguard

ICS root of trust and 

advanced threat scan 

secure the OT assets 

with no interruption to 

operations

Multi-method threat 

prevention

Detect abnormal 

operations with 

least privilege 

control to prevent 

malware-free 

attacks

Operations Behavior 

Anomaly Detection

(CPSDR)

Prevent insider 

threats and malicious 

activities

USB Vector 

Control

Operation 

Lockdown

Lock down the 
operations efficiently 
reducing the chance 

of downtime and 
cost of resilience
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TXOne Networking Solution Models

EdgeIPS Pro-2016F
• 20Gbps+
• Virtual Patching(IPS) /Anti-Virus

• 8-Pairs 10G Fiber Bypass (Gen3)

EdgeIPS Pro-2008
• 20Gbps+  performance

• Virtual Patching(IPS) /Anti-Virus

• 4 pairs 10G copper with Hardware bypass

EdgeIPS-102 Gen2
• 200Mbps+ performance

• Virtual Patching(IPS)

• OT protocol inspection

• Rugged design

• 1 pairs Hardware bypass

EdgeIPS-103
• 850Mbps+ performance

• Virtual Patching(IPS)

• OT protocol inspection

• Rugged design

• 1 pairs hardware bypass

• OOB support

EdgeIPS Pro-216 R&C
• 1.8Gbps+ performance

• Virtual Patching(IPS) / Anti-virus

• OT protocol inspection

• Rugged design and Commercial

• 8 pairs hardware bypass

• OOB support

EdgeIPS Pro-1048 Gen2
• 10Gbps+ performance

• Virtual Patching(IPS) / Anvti-virus

• OT protocol inspection

• Rugged design and Commercial

• Up to 24 pairs hardware bypass

• OOB support

EdgeIPS Pro-2096 Gen2
• 10Gbps+ performance

• Virtual Patching(IPS) / Anvti-virus

• OT protocol inspection

• Rugged design and Commercial

• Up to 48 pairs hardware bypass

• OOB support

EdgeFire-1012
• 200Mbps+ performance

• Virtual Patching(IPS)

• OT protocol inspection

• Rugged design

• NAT and 

• Remote access 

protection(VPN) 

• OOB support

EdgeOne
• Available management all 

Edge product in one console

• Network visibility

• Centralized policy 

management

• SIEM and XDR integration

• Security posture and report

• Multi-hypervisor support

(Vmware /KVM/Hyper-V)

EdgeIPS LE-102
• 150Mbps+ performance

• Virtual Patching(IPS)

• 1 pairs Hardware bypass
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TXOne Ecosystem

SageOne – CPS Protection Platform

Security Inspection Endpoint Protection Network Defense 

3rd Party Feeds

CPS Protection Platform

CPS Attack Surface 
Management

Integrated 
Lifecycle Protection

CPS Threat 
Detection & Response

Threat 
Intelligence

Behavioral AI 
Analytic Engine 

Compliance 
Framework

Ecosystem 
Integrator

Data 
Visualizer



TXOne OT native Solutions Portfolio

Endpoint Protection

Stellar

ICS endpoint protection for 
both modernized and legacy 
assets (Windows XP & 2000)

No Reboot needed Minimal 
downtime for mass 
deployment

4-in-1 lockdown for legacy and 
un-patchable devices

ICS-NGAV for modernized and 
patchable devices

Finger-Printing of Assets 
CPSDR

Edge Series

Security appliances IDS/IPS,
Next-Gen FW to segment, 
Virtually patch and granular 
C&C OT protocol control

Network Defense

Easier deployment plug-n-play 
on the rack  or cabinet

Robust hardware to support 
wide temperature range and 
long MTBF

Fail-safe Hardware bypass 
without interrupting production 
even on hardware failure

No software installation on 
the target ICS

Easy operation for Risk           
Assessment, Regulation &    
Compliance tool

Security Inspection & Asset 
Management

Support for air-gapped            
environments

Element Series

A malware scanner, 
equipped with world-leading 
AV engine in a USB stick 
form factor

Security Inspection

SageOne

Comprehensive SOC security 
platform for monitoring and 
managing OT infrastructure

CPS Platform

Asset lifecycle management 
across TXOne security 
solutions

Vulnerability management 
and monitoring of critical 
assets 

CPSDR detects and 
response to potential OT 
threats

https://www.txone.com/data-sheets/ics-cybersecurity-suite/



Security Inspection

Endpoint Protection

Network Prevention

Business Office
LAN

Guest Network
LAN

Clinical Service
LAN

Biomedical
Engineering

Modality
LAN

Remote Access
LAN

Data Center

End-to-End Zero 
Trust Fabric in OT

Portable Security 

StellarEnforce

StellarProtect

StellarOne

ODC

EdgeFire

EdgeIPS

EdgeIPS Pro

• Ubiquitous network and endpoint 
sensors with OT-knowledge

• Preserve critical operations and 
prevent unwanted outcomes

• Learn – Build – Enforce 
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TXOne OT native Solutions

Purdue Enterprise Reference Architecture

Level 0

Level 1

Level 2

Level 3

Level 4

Level 5

DMZ

DMZ

Enterprise Network

Site Business Planning and 
Logistics Network

Site Manufacturing 
Operation and Control

Area Control

Basic Control

Process

Cooperate IT
Security and 

Network 
Solution/Vendors

All-terrain 
Cybersecurity Solution 
for OT/ICS Shop Floor 

Environment
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TXOne Solution Position Mapping with NIS2 Article 21

Risk analysis and 
information 

system security 
policies

Incident handling
Business 

continuity and 
crisis 

management

Supply chain 
security

Vulnerability 
handling and 

disclosure

Policies and 
procedures to 

evaluate 
cybersecurity risk 

management efficacy

Basic cyber 
hygiene practices 
and cybersecurity 

training

Policies and 
procedures for 

cryptography and 
encryption

Human resources 
security, access 
control policies 

and asset 
management

Use of multi-factor 
authentication and 

secure 
communication 

systems

Edge series- virtual 
patching

Portable Inspector
EdgeOne
StellarOne
ElementOne

SageOneSageOne

EdgeOne
StellarOne
ElementOne

Edge series- Network 
Trust listing 
Stellar- Endpoint Trust 
listing 

Portable Inspector 
includes secure storage 
equipped with AES-256 
encryption 

EdgeIPS series support 
the principle of least 
privilege, allowing 
businesses to minimize 
the OT attack surface

OT zero-trust solutions 
enhance cybersecurity 
efficiency, saving 
manpower and 
simplifying oversight.
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TXOne NIS2 Whitepaper – Solution Mapping

https://www.txone.com/white-papers/mastering-nis2-directive/

https://www.txone.com/white-papers/mastering-nis2-directive/
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Mirco Kloss
Business Development Director
TXOne Networks Europe B.V.
+49 173 41 31 705
Mirco_Kloss@txone.com

LinkedIn
www.txone.com

http://www.linkedin.com/in/mirco-kloss-543a75142/
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